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ABSTRACT

A 2026 shift in ransomware tactics shows cybercriminals abandoning purely remote attacks to physically
impersonate IT staff, gaining on-premise access to corporate networks for data theft and extortion. This
paper interrogates the phenomenon through preventive security, criminal intelligence, surveillance systems,
undercover assignments, criminal investigations, criminal justice administration, legal, and ethical lenses.
Using Akinade 2015 Intelligence System: Principles and Practice, Akinade 2017 Public Policing and
Private Protection for Maximum Security, Akinade 2017 Managing Strategic Security and Crime
Prevention Models, Akinade 2018 Community Policing: Strategic Approaches in Crime Prevention,
Akinade 2018 Legal and Forensic Issues in Elections and Peace Education, Akinade 2019 Legal Records,
Data Forensics and Crime Tracking Systems for Law Enforcement, Akinade 2020 Cybercrime
Investigations and Digital Forensics for Legal and Security Practitioners, Akinade 2020 Law Enforcement
Strategies, Techniques and Tools for Crime Investigations and Prevention, Akinade 2021 Enhancing
Information Security and Facilities Management in Digital Environments, and Akinade 2021 Security and
Criminal Intelligence for Law Enforcement, plus Nigerian scholars Odekunle 2004, Alemika 2013, Igho
2017, Arase 2018, and foreign authorities Ratcliffe 2016, Lowenthal 2020, Gill & Phythian 2018, Clarke
1995, Bayley 2006, Wall 2007, and Bossler & Holt 2009, the study establishes a 4D Detect-Disrupt-
Dismantle-Deter model. It identifies legal breaches under Constitution 1999 S.37, Cybercrimes Act 2015
S.6, Criminal Code S.484, NDPA 2023, and Terrorism Act 2022. Ethical issues include insider trust,
employee safety, and entrapment. Prospects: convergence of physical-cyber security, vendor ID markets,
and legal reform. Challenges: detection difficulty, SME vulnerability, judicial delay, insider collusion. The
paper recommends expiring QR visitor systems, mantraps, red-team undercover tests, and amendment of
Cybercrimes Act S.6A. It concludes: the perimeter is dead; identity is the new perimeter.

Keywords: Ransomware, Physical Impersonation, Preventive Security, Criminal Intelligence,
Surveillance, Undercover, Cybercrimes Act 2015, NDPA 2023, Social Engineering, Critical Infrastructure,
Digital Forensics.

1.0 INTRODUCTION

1.1 Problem Statement: The InfoTechNewsHauz Report

May 2026: Security investigators report ransomware groups physically appearing at offices impersonating
IT support. Tactics: fake uniforms, cloned badges, tailgating, USB malware, credential theft. Extortion
follows data exfiltration. This collapses the “cyber” vs “physical” security divide.



1.2 Research Gap
Nigerian literature addresses cybercrime and physical security separately. Akinade 2021 Enhancing
Information Security and Facilities Management Chapter 5 notes convergence but no Nigerian framework
exists for “cyber-physical impersonation”. Police Cybercrime Units lack physical surveillance SOPs;
corporate guards lack cyber training. Odekunle 2004 and Alemika 2013 highlight policing gaps but predate
converged threats.

1.3 Aim and Research Questions

Aim: Develop a unified Preventive Security and Criminal Intelligence framework for cyber-physical
impersonation.

Questions:

1. What legal provisions criminalize physical IT impersonation for cybercrime?

2. What ethical duties govern employers, employees, and law enforcement?

3. What security and criminal intelligence techniques detect and dismantle cells?

4. How should surveillance systems and undercover assignments be deployed?

5. What prospects, problems, and challenges arise from political and social security angles?

6. How should criminal justice administration handle hybrid cases?

1.4 Methodology

Doctrinal analysis of Constitution 1999, Cybercrimes Act 2015, NDPA 2023, Criminal Code, Terrorism
Act 2022, CBN Cybersecurity Framework 2024, NITDA Guidelines. Case study: InfoTechNewsHauz
report, comparative: US FBI “Operation Urban Shield” 2024. Application of Akinade 2015-2021 and other
Nigerian/foreign works.

2.0 CONCEPTUAL AND THEORETICAL FRAMEWORK

2.1 Converged Security Theory

Akinade 2017 Public Policing and Private Protection Chapter 6: Threats no longer respect domain
boundaries. “Maximum security is joint”. Wall 2007: “Cybercrime is terrestrial crime in a new domain”.

2.2 Intelligence-Led Policing

Ratcliffe 2016: Target prolific offenders. Physical impersonators are high-harm offenders. Akinade 2015
Intelligence System Chapter 9: fuse HUMINT, OSINT, IMINT, SIGINT. Arase 2018: Nigerian policing
must be intelligence-led to survive hybrid threats.

2.3 Situational Crime Prevention

Clarke 1995: Increase effort, increase risk, reduce reward. Applied: mantraps increase effort; CCTV
increases risk; network segmentation reduces reward. Igho 2017 argues SCP works in Nigerian banks when
culturally adapted.

2.4 Routine Activity Theory

Cohen & Felson 1979: Crime = motivated offender + suitable target — capable guardian. Impersonation
succeeds when reception is not a capable guardian. Akinade 2018 Community Policing Chapter 5: train
every employee as guardian. Bossler & Holt 2009 extend RAT to cyberspace; this paper extends it to cyber-
physical.



3.0 SECURITY AND CRIMINAL INTELLIGENCE ANALYSIS

3.1 Offender Profiling

Akinade 2021 Security and Criminal Intelligence Chapter 8:

1. Skillset: Social engineering + basic IT + confidence.

2. Resources: N50,000 buys uniform, fake 1D, USB.

3. Links: 40% have insider tip-off per Akinade 2020 Law Enforcement Strategies Chapter 11. Alemika
2013: insider collusion endemic in Nigerian fraud.

4. Motivation: Ransomware affiliates get 70% cut. Wall 2007: financial driver dominant.

3.2 Intelligence Collection Plan

HUMINT: Debrief receptionists, security guards. Use Akinade 2015 Chapter 6 source handling.
OSINT: Monitor dark web for “IT uniform for sale”, “office access needed”.

IMINT: CCTV analytics for loitering, tailgating.

SIGINT: Correlate visitor phone IMEI with login times.

FININT: NFIU flags purchase of multiple uniforms, RFID cloners.

Gill & Phythian 2018: All-source fusion critical for hybrid threats.

3.3 Intelligence Fusion
Akinade 2015 Chapter 7: NG-CERT + NPF Cybercrime + DSS + Corporate CSOs share I0Cs: names used,
uniforms, vehicle plates.

4.0 SURVEILLANCE SYSTEM ARCHITECTURE

4.1 Layers

1. Perimeter: ANPR, facial recognition.

2. Lobby: VMS with NIN verification, live photo vs ID.

3. Corridor: Behavioral analytics: wrong turn, no escort.

4. Server Room: Mantrap, biometric + badge + PIN, weight sensor.

Akinade 2021 Enhancing Information Security Chapter 6: “Facilitiecs management is now cyber
management”.

4.2 Technology Stack
Layer Tech Legal Basis Ethical Note

Reception Facial Recog + NIN API NDPA 2023 S.25: Legitimate interest ~ Signage +
consent per Igho 2017

Network NAC + SIEM Cybercrimes Act S.19: Lawful interception No personal email
monitoring

CCTV 90-day retention NDPA S.39: Storage limitation Mask non-targets

4.3 Surveillance Governance
Akinade 2018 Legal and Forensic Issues Chapter 4: Evidence Act S.84 requires certificate for CCTV.
Policy: CSO signs. Lowenthal 2020: Oversight prevents abuse.



5.0 UNDERCOVER ASSIGNMENTS

5.1 Red Team Physical Pentest

Akinade 2021 Security and Criminal Intelligence Chapter 11:

1. Scope: Written ROE, no actual data theft.

2. Method: Tester wears fake IT badge, attempts entry.

3. Metric: Time to detection, employee challenge rate.

Target: <3 minutes, >90% challenge. Bayley 2006: Tests improve real security.

5.2 Law Enforcement Undercover
ACJA 2015 S.35: Court warrant for covert ops. Police may pose as IT vendor to arrest suspects during
“repair”. Entrapment defense fails if predisposition exists per Akinade 2018 Chapter 7.

5.3 Insider Sting
If staff suspected of collusion, DSS undercover as new hire. Akinade 2015 Chapter 12: handler safety, exit
plan. Alemika 2013: Insider threat highest in Nigeria.

6.0 CRIMINAL INVESTIGATIONS

6.1 Crime Scene

1. Physical: Dust for prints on door, seize fake badge.

2. Digital: Image USB, memory of plugged PC, SIEM logs.

Akinade 2019 Legal Records, Data Forensics Chapter 5: Chain of custody for hybrid evidence.

Akinade 2020 Law Enforcement Strategies Chapter 8: “First responder must preserve both DNA and data”.
Akinade 2020 Cybercrime Investigations and Digital Forensics for Legal and Security Practitioners Chapter
3: Volatile memory acquisition before shutdown; Chapter 6: USB firmware analysis for BadUSB attacks.

6.2 Interview
Reid Technique adapted: Receptionist, IT manager, witness. Avoid victim blaming. Akinade 2020 Law
Enforcement Strategies Chapter 9.

6.3 Forensics

1. RFID: Clone analysis shows reader used.

2. Video: Facial match to NIN.

3. Financial: POS data where uniform bought.

Akinade 2019 Legal Records, Data Forensics Chapter 7: Hash + write-blockers for USB.

Akinade 2020 Cybercrime Investigations and Digital Forensics Chapter 9: Timeline reconstruction linking
physical entry to network logs; Chapter 12: Expert witness report format for courts.

7.0 CRIMINAL JUSTICE ADMINISTRATION

7.1 Charging

Charge sheet: Count 1: S.6 Cybercrimes Act. Count 2: S.484 Criminal Code. Count 3: S.401 Extortion.
Count 4: S.12 Terrorism Act if CNI. Odekunle 2004: Prosecutors must understand technology. Akinade
2020 Cybercrime Investigations Chapter 14: Sample charge drafting for cyber-physical offences.



7.2 Bail
ACJA S.162: High risk of flight. Remand.

7.3 Trial

Evidence: CCTV + S.84 certificate, forensic USB, witness. Challenge: Defence claims “I was real IT”.
Rebut with HR letter: no work order. Akinade 2018 Legal and Forensic Issues Chapter 9: Digital evidence
admissibility. Akinade 2020 Cybercrime Investigations Chapter 13: Authenticating network logs.

7.4 Sentencing
Akinade 2018 Chapter 9: Seek consecutive sentences. Deterrence. Bossler & Holt 2009: Certainty of
punishment deters cybercrime.

7.5 Problems

1. Delay: Cyber trials average 3.2 years. Solution: Special Cyber Courts as Arase 2018 proposed.

2. Expert Witness: Few digital forensics experts. ISN to train per Akinade 2020 Law Enforcement Strategies
Chapter 14 and Akinade 2020 Cybercrime Investigations Chapter 15.

8.0 LEGAL ASPECTS: STATUTORY PROVISIONS, LEGISLATIONS, REGULATIONS, RULES
8.1 Constitution 1999
S.37: Privacy. Company liable if negligent. S.44: Compulsory acquisition not relevant.

8.2 Cybercrimes Act 2015
S.6: Unauthorized access. S.17: System interference. S.24: Cyberstalking if threat sent. S.38: Critical
infrastructure protection.

8.3 Nigeria Data Protection Act 2023
S.24: Data security. S.40: Breach notification 72 hours. S.65: N10m or 2% turnover fine.

8.4 Criminal Code Act
S.351: Trespass. S.484: Personation. S.401: Demanding with menaces. S.516: Conspiracy.

8.5 Terrorism Prevention and Prohibition Act 2022
S.2: Act against CNI. Banks, telcos = CNI. S.12: Group proscription. S.58: Obstruction of investigation.

8.6 Regulations

1. CBN Cybersecurity Framework 2024: Visitor biometric.

2. NITDA NDPA Implementation Framework 2023: DPO must audit physical access.
3. NSCDC Private Guard Regulations 2019: Guards must challenge unknowns.

4. NCC Type Approval Regulations 2023: RFID cloners prohibited.

9.0 ETHICAL ISSUES

9.1 Trust vs. Suspicion

Akinade 2021 Enhancing Information Security Chapter 5: Excessive suspicion destroys workplace culture.
Balance: “Trust but verify” via QR codes. Wall 2007: Security must be proportionate.



9.2 Employee Safety
Labour Act S.65: Safe workplace. Real IT staff may be assaulted by paranoid colleagues. Policy: challenge
protocol, not violence. Igho 2017: Community policing requires safety.

9.3 Privacy
NDPA 2023: Facial recognition needs DPIA. Signage required. Lowenthal 2020: Surveillance without
oversight = abuse.

9.4 Entrapment
Akinade 2018 Chapter 7: Police undercover must not create crime. US Jacobson v. United States
persuasive.

9.5 Vendor Rights
Legitimate vendors detained by error. Ethics: apology, compensation, retrain staff per Akinade 2018
Community Policing Chapter 8.

10.0 PROSPECTS AND OPPORTUNITIES

10.1 Political Security

1. National Security: Protecting INEC servers from physical IT impostors during elections. Akinade 2018
Legal and Forensic Issues Chapter 5: Election infrastructure = CNI.

2. Policy: Executive Order for all CNI to deploy mantraps by 2027.

10.2 Social Security

1. Employment: 50,000 “Converged Security Officer” jobs. ISN curriculum per Akinade 2020 Chapter 14
and Akinade 2020 Cybercrime Investigations Chapter 16.

2. Trust: Public confidence in banks rises if physical-cyber controls visible. Alemika 2013: Trust deficit
undermines policing.

10.3 Economic

1. InsurTech: Premiums drop 20% for firms with 1ISO 27001 + mantrap.

2. Local Tech: Nigerian firms build QR VMS, reduce forex per Akinade 2021 Enhancing Information
Security Chapter 9.

11.0 PROBLEMS AND CHALLENGES

11.1 Political Security Issues

1. Interagency Rivalry: NPF vs. NSCDC over who arrests at gate. Akinade 2017 Public Policing Chapter
8: Unified command needed. Bayley 2006: Fragmentation fails.

2. State vs. Federal: State data centers may resist NITDA rules.

11.2 Social Security Issues
1. Digital Divide: SMEs can’t afford mantrap. Creates two-tier security. Odekunle 2004: Inequality drives
crime.



2. Culture: “Oga knows me” bypasses process. Akinade 2018 Community Policing Chapter 3: cultural
change hardest.
3. Insider Threat: Low wages = collusion. Alemika 2013: Economic factor key. Living wage reduces risk.

11.3 Technical Challenges

1. Badge Cloning: RFID easily copied. Migrate to DESFire EV3 per Akinade 2021 Chapter 7.

2. Tailgating: Social engineering beats tech. Human layer critical. Bossler & Holt 2009: Guardianship
essential.

11.4 Legal Challenges

1. Jurisdiction: If impostor enters Abuja bank, hacks Lagos server, where is venue? ACJA S.93: any
location.

2. Evidence: CCTV overwrites at 30 days. NDPA now requires 90 days for CNI.

12.0 PREVENTIVE SECURITY FRAMEWORK: 4D MODEL
12.1 Detect

1. VMS: NIN + live photo + QR + escort.

2. NAC: Port shutdown unless ticket.

3. Training: “Obasanjo Test” monthly: challenge unknown IT.

12.2 Disrupt

1. Mantrap: Enforced. Clarke 1995: Increase effort.

2. Escort Rule: Zero exceptions. Akinade 2017 Public Policing Chapter 7.

3. SIEM Alert: Physical-digital mismatch = auto lockdown. Akinade 2019 Legal Records Chapter 8.

12.3 Dismantle

1. Arrest: NPF Cybercrime + NSCDC.

2. Prosecute: S.6 + S.484 + S.12 Terrorism.

3. Asset Forfeit: Uniforms, laptops per EFCC Act.

12.4 Deter

1. Publish: NG-CERT bulletin with photos. Ratcliffe 2016: Publicize success.

2. Insurance: No mantrap = no payout.

3. Culture: Reward employees who challenge per Akinade 2018 Community Policing Chapter 12.

13.0 POLICY RECOMMENDATIONS

13.1 Immediate: 30 Days

1. NITDA: Mandate expiring QR for all CNI visitors.

2. CBN: Banks audit IT vendors, biometric all.

3. ISN: Launch “Converged Security” 3-day course per Akinade 2020 and Akinade 2020 Cybercrime
Investigations.

13.2 Legislative: 180 Days
1. Amend Cybercrimes Act: S.6A “Physical Access for Computer Offence” 7 years.



2. NDPA Regulation: 90-day CCTV for CNI.
3. Private Guard Act: Include “cyber-physical challenge” in training.

13.3 Long Term: 3 Years

1. National Visitor ID: Blockchain ID for all IT contractors per Akinade 2021 Enhancing Information
Security Chapter 10.

2. Special Courts: Cyber-physical crime divisions as Arase 2018 proposed.

3. NUC: All CS and Criminology degrees include Akinade 2021 Enhancing Information Security and
Akinade 2020 Cybercrime Investigations.

14.0 CONCLUSION

Cybercriminals in IT shirts are the 2026 equivalent of Radio Biafra’s palm-tree aerial: low-cost, high-
impact, and embarrassing to the state. The law is adequate but dispersed; enforcement is siloed; ethics are
strained.

Akinade 2017 Managing Strategic Security and Crime Prevention Models Chapter 10 holds: “When the
criminal fuses domains, the defender must fuse doctrines.” Fuse the guard and the CISO. Fuse the CCTV
and the SIEM. Fuse the Criminal Code and the Cybercrimes Act.

The perimeter is dead. Identity is the new perimeter. Verify it, or lose everything.
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